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Using Postini Message Security with 
Google Apps Education Edition Chapter 1
Overview

Postini Message Security for Google Apps provides additional security features and controls 
for Google Apps Gmail.

This guide shows you how to use Postini Message Security to meet common needs for Google 
Apps Education Edition customers, including:

• Email policies just for students: Set up different user organizations, such as groups of 
students, faculty, or IT administrators, and apply specific email policies.

• Blocking external mail to your students: Allow only internal or specified users to send 
mail to users in your Google Apps domain, therefore blocking external senders from 
mailing your users.

• Limiting messages your students can send: Help limit students from sending mail 
outside of your Google Apps domain.

• Blocking certain types of message attachments: Filter messages that contain specific 
file attachments, such as MP3 or movie files. 

• Email signatures for all your students or faculty: Set up a standard email footer for 
outbound mail for your users. 

• Limiting exposure to quarantined junk messages: Turn off the Quarantine Summary, 
which is the daily message sent to users that lists their messages quarantined by the 
Postini service. The Quarantine Summary shows the titles of messages (you may not want 
your students to see titles of junk messages) and allows users to deliver quarantined 
messages. 
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Getting Started

Postini Message Security for Google Apps provides additional security features and controls 
for Google Apps Mail. See the Service Overview in the Help Center for more information on 
Postini features and how they work.

The Postini Message Security service is available with:

• Google Apps Education Edition: K-12 (primary or secondary education) institutions may 
also be eligible for Postini Message Security for Google Apps at no cost. See the Help 
Center for more information.

• Google Apps Premier Edition: Postini Message Security for Google Apps is included. 

For an additional cost, you can upgrade your service to Message Discovery, which provides 
an archive of all messages for your domain. See Postini Services for Google Apps for more 
information and pricing.

To activate the Postini service:

In your Google Apps control panel Dashboard page, under Service Settings, click Add more 
services, and choose Postini services to get started with the service and begin your 
activation. See the Activation Guide in the Help Center for step-by-step information. 

During activation, your email is delivered as usual with no interruption, and the activation 
wizard guides you through the process step-by-step. Your users are automatically added and 
synchronized with the service. After activation, you can follow the next steps in this guide to 
configure settings and services for your users.
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Create an organization for your staff

When you activate your service, your Postini service has two organizations that contain your 
users: 

• Account Administrators org: The top-level organization, which contains the account 
administrator's account (the initial administrator specified during activation of the service) 
and the Default User (a user account template).

• Users org: The second-level organization, which contains all the user accounts that 
existed in Google Apps when you activated the service. All new accounts you add to 
Google Apps are automatically placed in this org.

You may want your staff to have different policies than your students. For example, you may 
limit mail to your students from senders in your organization only, while your staff can receive 
mail from any domain. 

To tailor service differently for another group of users, create a new org for them. This step 
creates an organization for your staff, and shows you how to move their user accounts to the 
new organization. 

1. Go to Orgs and Users > Orgs, and click the “Users”, under which you want to add the 
new sub-org. 

2. On the “Users” Organization Management page, type a name for the org in the New Org 
form (100 characters or less), such as “Staff”. Then click Add.
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The name in the gray bar changes, indicating that you're now looking at your new org's 
settings. 

3. Next, move your staff users to the new org. In the Administration Console’s Home page, 
click the Add/Delete/Move Users link, just above the System Test links.

4. On the Add, Delete, and Move Users page, enter addresses of your staff. Separate 
addresses with a comma or put them on a separate line. Each user should already have 
an email account in your Google Apps Edu domain.
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Tip: Enter several users at once by pasting their addresses from a text file or user 
database. 

5. Leave Welcome users upon creation unchecked.

6. Move your users by choosing the “Staff” org you created from the list at the bottom of the 
panel. 

7. Click the Move Users button.

Each user receives service settings from the organization, and default filter levels from the 
org’s Default User.

The next steps in this guide refer to making changes to the settings in the Users organization, 
which contains all of your students. 

For more information on user organizations, see the Organizations chapter in the 
Administration Guide. 
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Add Your Approved Senders

Before limiting your incoming mail to your domain only, you may want to add certain senders 
to the Senders Lists, which bypass the inbound Content Manager filters. Approved senders 
typically include:

• Trusted partners or organizations. For example, another school or group that you want to 
allow to send messages to your students. 

• Automated email notifications sent by Google. For example, your Google Calendar 
appointment reminders or Google Site update notifications. 

Set up Approved Senders 

1. Access the Administration Console:

a. Log in to Google Apps using your administrator account.

b. On the Google Apps dashboard, click Postini services.

c. Click System Administration.

2. Go to Orgs and Users > Orgs, and then select the organization that has your students 
(not your staff or faculty). In this procedure, this is your Users organization. 

3. On the org’s Organization Management page, scroll down and click Sender Lists. 

4. On the Sender Lists page, enter the Google notification addresses and your trusted 
sender addresses or trusted domains that apply for all users in this org, in the Approved 
Senders field, and click Add.
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Approved senders addresses for Google notifications:

WARNING: We strongly recommend that you do not add your own domain/addresses or 
popular domains to the Approved Senders list. Spammers routinely spoof these domains to 
bypass the message security service filtering. Also, the service's anti-spam heuristics can 
recognize legitimate messages from popular domains and minimize any false positives.

For more information on Senders lists, see the Approved and Blocked Senders chapter in the 
Administration Guide. 

Notification Address

Google Calendar reminders calendar-notification@google.com

Google Sites updates noreply@google.com
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Set up a Content Manager Filter

Postini Message Security includes Content Manager, which you can use to create custom 
filters based on a message’s content, senders, and recipients. 

This section describes how to use Content Manager to:

• Prevent users outside of your domain from sending mail to your students. 

• Reduce the potential for students to send mail outside for your domain. Note: At this time, 
it’s not possible for Content Manager to completely prevent users from sending messages 
outside of their domain. 

You can also configure Content Manager to block specific words or profanity. See the 
Administration Guide for instructions. 

Set up Content Manager

1. Access the Administration Console:

a. Log in to Google Apps using your administrator account.

b. On the Google Apps dashboard, click Postini services.

c. Click System Administration.

2. Go to Orgs and Users > Orgs, and then select the organization that has your students 
(not your staff). In this procedure, this is your Users organization. 

3. On the Organization Management page, under Inbound Services, click Content 
Manager:
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4. On the Inbound Content Manager page, click Edit Settings.

5. Set Content Filtering to On.

6. In the Quarantine Administrator field, enter the address of the administrator who should 
receive messages captured by content filters. (Content Manager sends these messages 
to the administrator’s quarantine in the Message Center.)

7. Select “Allow mail from Approved Senders to bypass Content Manager filters” (so 
messages from the org’s Approved Senders aren’t blocked by content filters).

8. Leave the default text in the Bounce Message field, unless you want to change the 
message the senders receive if a filter returns their messages.

9. Leave the checkbox “Apply settings to existing sub-orgs” unchecked.

10. Click Save.

Create a Filter to Block Inbound Messages

Follow these steps to create a filter that limits incoming messages to only users in your 
domain:

1. Access the Inbound Content Manager page for your user organization, as described in 
“Enable Content Manager.”

2. Click Add Custom Filter.

3. In the Filter Name field, enter a descriptive name for the filter, for example, “Internal 
Inbound Mail” (the name can be up to 15 characters long).

4. Set Filter Status to On.
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5. Under Rules, in the Match drop-down list, choose whether Content Manager executes 
this filter’s disposition if an email message contains a match for any rule or all rules you 
specify.

6. Specify up to three rules for this filter. For each rule, enter the following:

• Location: The part of the message to scan. Note that Entire Message also scans 
content in file attachments. Choose “Sender”. 

• Filter Type: Choose “does not contain”.
• Enter this value (a regular expression) and replace yourdomain with the name of your 

Google Apps Education Edition domain. If your domain ends in “.com” or another top-
level domain, enter this instead of “.edu”. This expression filters out any messages 
from senders who don’t have an email address in your domain. 

(\W|^)[\w.+\-]{0,25}@(yourdomain)\.edu(\W|$)

For example, if your organization’s domain is solarmora.edu, you would enter:

(\W|^)[\w.+\-]{0,25}@(solarmora)\.edu(\W|$)

7. Under Routing, choose how you want messages that match the filter (in this case 
messages not sent within your domain) to be handled. 

Choose Bounce. This rejects the message and returns an error message to the sender. 
When an external users attempts to send a message to a user, the message will be 
bounced back with an error message of “582- This message violates our email policy”. 

8. Your administrator can also receive a copy of the message. This may be useful if you’d 
like to monitor who’s attempting to send mail to your students. 

Under Copy to Quarantine, click Add quarantine address to send a copy of the 
message to another user:

a. Quarantine Administrator: Sends a copy of the message to the Message Center 
quarantine of the administrator you specified when enabling Content Manager. We 
recommend that you start with this option so you can monitor which message 
trigger your filters. 

b. Recipient: Places the message in the recipient's quarantine in the Message Center 
(option available with only Inbound Content Manager). Do not choose this option as 
this will place the incoming messages that trigger the filter in the student’s quarantine. 

c. Other User: Places the message in the quarantine of the user you specify. In the box, 
you can enter the email address of any user account that resides in a user 
organization for which you have Content Manager administrator authorization.

9. Click Save. 
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Create a Filter to Help Limit Outbound Messages

Content Manager can be configured to help limit students from sending messages to users 
outside of your domain. However, at this time, outbound messages sent to external users can 
bypass the Content Manager in two cases:

• A user sends a message to multiple recipients and includes both internal and external 
users on the “To” line of a message.

• A user includes an external recipient in the “Bcc” line of a message. 

To help limit outbound messages, follow the basic steps for configuring Inbound Content 
Manager with two changes: 

• To enable Outbound Content Manager: In the Organization Management page, under 
Outbound Services, click Content Manager, then follow the steps to configure. 

• When creating a filter for Outbound Content Manager, set up the filter to check the 
recipient (instead of sender) field in step 6: 

• Location: The part of the message to scan. Choose “Recipient”. 

For more information on how Content Manager works and additional uses, see the Content 
Manager chapter in the Administration Guide. 
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Set up an Attachment Manager Filter

The Postini Message Security service includes Attachment Manager, which you can use to 
filter messages based on file attachment size and type. For example, you can block or 
quarantine MP3 files or movie files. You can set up attachment filters for both inbound and 
outbound email. 

Set up Attachment Manager

1. Access the Administration Console:

a. Log in to Google Apps using your administrator account.

b. On the Google Apps dashboard, click Postini services.

c. Click System Administration.

2. Go to Orgs and Users > Orgs, and then select the organization that has your students 
(not your staff or faculty). In this procedure, this is your Users organization. 

3. On the Organization Management page, click Attachment Manager, listed under 
Inbound Services.

4. On the Inbound Attachment Manager page, click the Edit link, in the dark gray bar.
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5. On Attachment Manager’s Edit page:

a. Set Filter Status to On. 

b. Enter the address of an administrator who should handle all messages quarantined 
by attachment filters.

c. Check Approved Senders (so messages from the org’s Approved Senders don’t get 
blocked by attachment filters). 

d. Click Save.

6. Click the Filters link in the dark gray bar.

7. On the Filters page, enter a Maximum Message Size that users in this organization can 
receive. Messages with total attachments that exceed this limit will be bounced back to the 
sender.

Note: This changes the size limit for Postini filters. The size limit for Google Apps mail is 
not changed and still applies.

8. Under Custom File Types, enter file extensions in appropriate fields, depending on your 
desired disposition for messages containing those types of attachments (as described 
below). Separate each extension with a comma.
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Approve Skips all remaining Attachment Manager filters.

Bounce Rejects the message and returns the sender an error message.

Quarantine Diverts the message to the administrator Quarantine you specified above, 
without delivering it to the user.

BCC Quarantine (Blind Carbon Copy) Copies the message to the administrator 
Quarantine, but also delivers it to the recipient (if the messages passes through remaining 
filters). You therefore review the types of attachments users are receiving, without 
preventing people from receiving them.

NOTE: Custom filters override any subsequent attachment filters (under System Threats 
or Productivity).

9. Leave filters under System Threats and Productivity set to Ignore. Then click Save.

To instead filter entire categories of file types, select a disposition for any category shown 
above. Just be aware that each category contains a lot of file types. 

10. Leave “Apply settings and filters to existing sub-orgs” unchecked.

11. Click Save.

You can set up also filters for outbound attachments: On the Organization Management 
page, click Attachment Manager, listed under Outbound Services, and follow the previous 
steps to create an attachment filter. 

For more information on how Attachment Manager works and additional uses, see the 
Attachment Manager chapter in the Administration Guide. 
 16 Using Postini Message Security with Google Apps Education Edition  

http://www.postini.com/webdocs/admin_msd/attach_toc.html


Set up an outbound footer

Outbound messages can be configured with footer text that describes an email policy or 
standard address information. This compliance footer is added into the last existing text 
portion of a message after the user’s personal signature (configured in Gmail). 

Compliance footers are configured at the organization level. The compliance footer currently 
supports ASCII and English character sets only.

Add a footer to outgoing Gmail messages 

1. Access the Administration Console:

a. Log in to Google Apps using your administrator account.

b. On the Google Apps dashboard, click Postini services.

c. Click System Administration.

2. Go to Orgs and Users > Orgs, and then select the organization that has your students 
(not your staff or faculty). In this procedure, this is your Users organization. 
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3. In the Organization Management page, scroll to the Outbound Services section, and click 
the Compliance Footer icon.

4. In the Outbound Compliance Footer page:

• Set the footer Status to On.

• Add the footer text. We recommend plain-text footers.

• Choose whether to propagate the footer to sub-orgs. 

5. Click Save.

6. Once you have configured and enabled the compliance footer, you can test it by sending a 
message to another address, not your own (the footer does not appear when you send 
the message to yourself).

Formatting the Compliance Footer Text

The Outbound Compliance Footer is designed to be a text-only footer (no graphics or logos). 
However, it is possible to add some minimal HTML to the footer. If the Compliance Footer is 
added to an HTML-formatted message, any HTML in the footer is rendered as expected. If the 
footer is added to a plain-text or RTF message, the HTML is not rendered and the footer is 
displayed as plain text including the HTML code.

Also, if you do not include line breaks in the footer, it is displayed as one long string:

Sentence 1, Sentence 2, Sentence 3, Sentence 4....
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To include line breaks, press Enter at each point where you would like a break:

Sentence 1[press Enter]

Sentence 2[press Enter]

For more information about the outbound footer, see the Compliance Footer section in the 
Administration Guide. 
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Turn off the Quarantine Summary

The Quarantine Summary is an email message that contains a list of any new messages that 
your message security service has quarantined for a user and a link to deliver the message to 
the user’s Google Apps inbox. Users receive this message a maximum of once a day, 
depending on the frequency you select. 

You may want to turn off the Quarantine Summary for students if you do not want them to see 
any junk message titles or to deliver quarantined messages to their Gmail inbox. 

Turn off the Quarantine Summary 

1. Access the Administration Console:

a. Log in to Google Apps using your administrator account.

b. On the Google Apps dashboard, click Postini services.

c. Click System Administration.

2. Go to Orgs and Users > Orgs, and then select the organization that has your students 
(not your staff or faculty). In this procedure, this is your Users organization. 
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3. On the Organization Management page, scroll down to the bottom of the page, and click 
Notifications.

4. On the User Notifications page, click the Edit link, in the dark gray bar.

5. On the User Notifications Edit page: 

a. Set My First Spam to Off. 
b. Set Spam to Off.

6. Click Save.

For more information on the Quarantine Summary and other notifications, see the Notifications 
chapter in the Administration Guide. 
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